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1
 Phishing: An act of Internet fraud in which the perpetrator seeks to trick people into providing personal financial information, 

such as bank account or credit card information. This is often done by sending a fraudulent e-mail purporting to be from a bank, 
Internet provider or other trusted source and asking for verification of an account number or password. 
2
 Spyware: Computer software that is installed surreptitiously on a personal computer in order to intercept data or take partial 

control of the user's interaction with �š�Z�������}�u�‰�µ�š���Œ�U���Á�]�š�Z�}�µ�š���š�Z�����µ�•���Œ�[�•���]�v�(�}�Œ�u���������}�v�•���v�š�X
3
 Javelin Strategy & Research, 2007 Identity Fraud Survey Report, February 2008.
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5
 While a number of the principles described in this paper also apply to mitigating offline identity theft, our primary focus here 

is on the online realm. These steps will not eradicate the risk, but they can reduce the amount of theft of personal information 
online and limit the impact when it does occur. 


