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Executive Summary

Identity theft threatens the growth of e-commerce and the provision of financial and government services online. The
issue requires a more comprehensive approach to protecting personal information, including consumer education, new
technology tools, responsible business practices, a strong legislative framework, law enforcement engagement and
expanded victim assistance.

The ad hoc way in which online identities are managed today cannot withstand the increasing assaults from expert
criminal attackers. A new approach to securely managing online identity is essential—namely, a system that uses an
interoperable, vendor-neutral framework and gives end users more direct control over their digital identity. One key
component of this system is a new technology called an “Information Card,” which enables the creation of very secure
digital entities.

Equally important is our ability to lessen or preferably eliminate the value of personal information, thereby drastically
reducing the incentives to commit identity theft.

Microsoft is committed to partnering with governments, law enforcement, businesses and consumers to advance this
vision. The steps include three key elements:

Adopting advanced digital identities in government, enterprise and online service environments, along with
better data governance processes

Creating a secure digital identification system that allows convenient online transactions and enables higher
levels of security—based on real-world verified identities—when appropriate

Convening stakeholders to build broad support for the use of digital Information Cards as a basic tool to
reduce online identity theft and increase confidence in e-commerce and other online services

Trustworthy Computing - Microsoft Corporation



2
Online Identity Theﬂ

Introduction

Personally identifying information (PIl) in digital form is the lifeblood of the Internet age. Because individuals,
organizations, businesses and governments have been willing to trust service providers with such PII, the past decade
has seen a tremendous variety of new uses for the Internet. Access to PIl has helped fuel explosive growth in e-
commerce and e-government applications as well as various online communities. Online banking and investing
services, travel and shopping Web sites, and electronic filing of tax returns and license renewals are all examples of
how the Internet is enabling economic opportunity, efficiency and personal convenience in addition to offering
countless other benefits.

But along with the benefits, concerns about protecting Pll are also escalating. Armed with personal information
gathered online and offline through phishing® attacks, spyware,? social engineering scams and other illicit methods,
identity thieves are stealing billions of dollars through unauthorized transactions and new lines of credit opened
fraudulently in the name of unwitting consumers. While financial losses from offline and online identity theft have
declined slightly, in 2007 they still totaled US$45 billion in the United States alone.®

Online fraud is undermining confidence in the Internet and slowing the growth of online commerce and other services.
In 2006, 12 percent of EU residents aged 16 to 74 said they avoided online purchases because of security concerns. In
comparison, 57 percent said they had used the Internet and 30 percent said they shopped online in 2007.*

Identity theft is not only a threat faced by consumers but also a significant concern for organizations as they handle
growing volumes of PIl and use it in more diverse ways. Widely publicized leaks of sensitive data from custodians such
as financial institutions, credit bureaus and government agencies are eroding public trust in the Internet and
threatening to dampen online commerce and services.

This paper outlines a set of near-term tactics for mitigating online identity theft as well as a longer-range strategic

_ !

! Phishing: An act dhternet fraud in which the perpetrator seeks tiack people into providing personal financial information,
such as bank account or creddrd information. This is often done by sending a fraudulemta@l purporting to be from a bank,
Internet provideror other trusted source and asking for verification of an account number or password.

2 SpywareComputer softwarethat is installedsurreptitiouslyon apersonal computemn order to intercept data or take partial
control of the user's interaction with§ Z  Ju% pu$ EU A]$Z}us $Z pe E[ JVv(}EuU }ve v8X

3 Javelin Strategy & Research, 2007 Identity Fraud Survey Report, February 2008.
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® While a number of the principles described in this paper also apply to mitigating offline identity theft, our primary éogeus h
is on the online realm. These steps will not eradicate the risk, but they can reduce the amount of theft of personal iofiormat
online and limit the impact when it does occur.
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